This paper describes a concept for a tool (the SAGE: Sophisticated Automatic policy-Generation Executor) that will provide semi-automatic development and implementation of information policy to assist military commanders in meeting their operational requirements. The concepts presented here address the problem of deriving organizational information management policies from mission concepts and provide a mechanism for commanders and their staffs to articulate information policies appropriate to their roles and echelons within the organization. It is suggested that generation of these information policies can be facilitated by a web-based "wizard." This wizard (the SAGE) would assist the commander and staff in completing task templates relevant to mission concepts and plans, and then derive information policy elements for review and execution. The tool would retrieve and fill out existing task templates to the degree feasible and query users only to the point that gaps in task templates need to be filled. The tool would also monitor for changes in operational circumstance to trigger adaptation of supporting information management policies. A generic example of the method and a conceptual case study approach are provided. Additional applications of the concept to support information assurance activities, e.g., intrusion detection and response, are also explored.
Introduction
This paper describes a concept for a tool (the SAGE: Sophisticated Automatic policy-Generation Executor) that will provide semi-automatic development and implementation of information policy to help military commanders meet their operational requirements. The SAGE concept is derived from the Information Policy Manager (IPM) Layer of DARPA's Agile Information Control Environment (AICE). The concepts presented here address the problem of deriving organizational information management policies from mission concepts and provide a mechanism for commanders and their staffs to articulate information policies appropriate to their roles and echelons within the organization. It is suggested that generation of these information policies can be facilitated by a web-based "wizard." This wizard (the SAGE) would assist the commander and staff in retrieving and filling out task templates relevant to mission concepts and plans, and then derive information policy elements for review and execution. A generic example of the method and a conceptual case study approach are provided.
The goal of this paper, to introduce the concept for the SAGE, is achieved in the following sections:
• Description of the Problem, this first section briefly describes the need for the SAGE.
• Description of the Information Policy Management (IPM) Layer, explains the concept for the IPM layer of the AICE, which will use the task templates produced via the SAGE.
• Issues in Defining Information Policy Elements, discusses the major issues that affect the development of SAGE.
• A Wizard for Generating Information Policies, describes how the SAGE would be used.
• Information Usage Activities, describes the information management and usage model to be used in constructing task templates for the SAGE.
• Construction of a Task Template Library, discusses the creation of a task template library based on information usage activities.
• A Conceptual Case Study Example: JSTARS Deep Strike Targeting Scenario, provides two
Task Template examples to show how information management activities can be used to guide the construction of task templates.
Description of the Problem
Effective mission performance across the range of military operations is dependent upon appropriate information exchange within and between all organizational levels. A basic concept in environments such as the Agile Information Control Environment (AICE) is that information exchanges should be driven by dynamic operational requirements and information exchange policies that are explicitly and implicitly directed by the commander. Further, implementation of the commander's information policy spawns new subsets of information policies throughout the organization to enable each echelon to accomplish its mission requirements. This results in organizational information policies at multiple levels: policies specific to the commander's intent and supporting policies that facilitate meeting commander's intent at subordinate levels. With current capabilities, translating the commander's mission concepts into enabling information policies and disseminating and implementing them throughout the organization would be an ad hoc and time consuming process. A tool is needed to rapidly translate mission requirements into enabling information policy, and to implement that information policy at all operational echelons.
Description of the Information Policy Management (IPM) Layer
The Sophisticated Automatic policy-Generation Executor (SAGE) is proposed as an evolved concept emphasizing increased use of artificial intelligence in the form of a smart "wizard." The basis of the concept is derived from the Information Policy Management (IPM) Layer of DARPA's Agile Information Control Environment (AICE) whose purpose is to capture and represent commanders' policies for information exchange in a specified mission environment, including the use of their communication and information resources. Essentially, the IPM layer translates commanders' concepts about how they wish to conduct a mission into parameters that are used to control the flow of information over the networks that support the mission. The commander develops a mission plan, which is used to define an information policy for the mission. This information policy is then used to determine the importance of various information exchanges. The current design for the IPM layer of AICE 1 calls for the creation of "policy elements" that define the importance of classes of requests for information. A matching process searches the commander's policy (set of policy elements), finds the policy element that best matches the source, destination, and exchange characteristics (information content) of the information exchange, and assigns an importance to the exchange request based on the importance specified in the matching policy element. Figure 1 provides a simple illustration of this concept. The importance of a request determines the resources that will be allocated to transmit the information and to generate and transmit responses to it. 
Issues in Defining Information Policy Elements
We see several major issues in developing the policy elements as illustrated in Figure 1 . First is determination, adaptation, and utilization of the best typology for sources, destinations, and exchange characteristics (information content). To create policy elements we will need to specify types of sources, types of destinations, and types of information content. The sources and destinations for each exchange must relate back to the network for which an environment similar to the AICE is managing the information flow. An important issue will be level of granularity with which sources/destinations will be specified since this influences the level of granularity at which task templates will be developed. The typology for exchange characteristics (C) must add value in determining the importance of the exchange, i.e., the value of the C parameter is that it adds information (over and above the source and destination parameters) that improves the ability of a device like the IPM to set the importance of the exchange.
The second major issue is the method for assigning importance to S-D-C classes to create a policy element. The importance of the type of exchange must reflect the importance of that exchange for the mission task and should also reflect the utility of the information at each operational level. One method is to assign an importance directly to mission tasks and have all of the policy elements associated with that task inherit the importance of the task, assuming policy elements are completely contained within tasks. Another method is to determine both intra-and inter-task relationships to determine implications for assessment of task importance. This requires a fine-grained and sensitive method for assigning importance to S-D-C classes. The method should also take into account mission cycle, timing, timeliness requirements for the information exchange, the role or function of the user, and changes in the destination of information as tasks are redistributed during the mission.
The third issue concerns the implementation of the information policy throughout the organization. The commander's information policy will be broadly stated and reflect an operational perspective. To successfully implement the broad policy, each of the supporting organizational elements must develop supporting information policies appropriate to their perspective since each organizational element will have a different prioritization scheme based on its role and specifically assigned tasks. As the commander's operational intent is translated into supporting policies, a hierarchy of information policies results. A means to determine and filter information exchanges is necessary to ensure that each organizational element receives and appropriately processes its required information in a way that reflects its relevance to that element.
A fourth issue relates to "importance cycles." As a mission evolves over time, changes in resource availability, increased familiarity with the operational environment, and changes in operational circumstance will cause changes in priorities and associated importance of tasks relative to mission objectives. These changes in priorities will result in changes in assessed importance of information that will vary differently within and between echelons. Information policies must adapt in response to these changes. This requires a tool to determine when and how to implement time-sensitive changes to policy. One approach is through a "wizard" that functions both to develop an initial information policy and to monitor operational cycles and their effects throughout the organization for "triggers" to adapt information policy to changed circumstance with minimal manual input from users. This wizard would have to be sensitive to micro-policies at each echelon and relate them to the macro-policies that are established at the command level, e.g., a change in priority or importance for a given type/piece of information. The complex nature of information policies and mission tasks highlights the importance of a fifth issue: creating simple, practical, human-centered tools for developing information policies and implementing them. It is not realistic to ask the commander to think about the mission in terms of connections between nodes in a network, and to directly specify a policy that is made up of S-D-C-I policy elements. Neither does it seem reasonable for the commander to explicitly develop supporting information policies at each organizational level. In line with the IPM concept, the SAGE concept calls for the commander to develop a mission plan at a high level that specifies the tasks to be accomplished in the mission, and the creation (through a process yet to be defined) of a set of policy elements based on those tasks. These policy elements will be developed in greater detail as subordinate organizational elements further translate mission tasks and the commander's information policy into supporting information exchange requirements appropriate to their level and function. It is also important to note that the language employed will be common to the operational environment. We address this issue in terms of a "task template library" concept in the next section.
Together these issues raise a question as to the level of granularity with which tasks will be decomposed versus the granularity with which source and destination types will be specified in the policy elements. The source and destination typology must be at a level that is useful to SAGE, i.e., a level that is useful for controlling network traffic supporting a multitude of tasks. Importance of Information I in Task X Importance of Information I in task Y The tasks must be at level that is meaningful to commanders and their staffs as appropriate to their role in the organization, but not so detailed as to be intractable.
Depending on the level of granularity of sources/destinations and tasks, Figure 3 shows possible interactions of S/D typology and tasks. Although it is possible that there will be only one sourcedestination link between two tasks (as shown at the top of Figure 3) , it seems more likely that there will be multiple S/D links between tasks, as shown in the lower example. Any method for creating S-D-C-I policy elements must take into account the existence of multiple links across and between tasks. Additionally, intratask dependencies on information completeness must be addressed. 
A Wizard for Generating Information Policies
As is current practice, we envision that the commander and his/her staff will create or modify an operational plan (OPLAN). Then, with the assistance of the SAGE, information policies appropriate to the requirements of the OPLAN will be derived. As mission planning continues, the SAGE will scan a library of task templates and associated information policies for those relevant to the plan. It will attempt to fill in the templates from extant data, and then present the results of these partially populated templates to users. The SAGE may elicit the remaining data for the template from users by presenting questions. It will then derive information policy elements, present them for review and implement them. Presentation of the results will be in a format selected by the user, i.e., relationship diagrams, process flows, elements of task templates, or detailed task templates.
We recognize that the complexity and detail of executing the information usage activities (as described in the next section) will vary with operational tempo, mission phase, and other factors. This requires that the SAGE recommend revisions as the mission evolves. In addition, the process will have a hierarchical aspect. As policy elements are defined at the highest level of command, the SAGE will present the queries necessary to complete increasingly detailed task templates to subordinate echelons, and it will in turn generate information policy elements based on the completion of those templates.
The workload with respect to the quantity of information input to complete the task template at each echelon should be equivalent, i.e., no echelon should be overwhelmed by a requirement to complete/update excessive task templates. The content of the task template at each echelon should focus on the function/role of that echelon and reflect superordinate information policies defined in broader terms.
Ultimately, the information policies that the SAGE produces from the task templates at various organizational levels will be aggregated to provide a coherent organizational information policy articulated at appropriate levels of detail. Once established, the IPM layer will monitor for changes in information policies at all organizational echelons. These will trigger the system to request required or supporting changes at other levels. The degree of automation of the tool to detect and trigger changes in information policy may vary based on user preference at each level, i.e., a range from fully manual input of information policy changes via task templates to a highly automated set of user defined rules that allow the SAGE to make and report changes. The goal will be to ensure that information policies throughout the organization are coherent and responsive to changes in commander's intent, mission cycles, and importance cycles. However, it is not envisioned that population of task templates and development of associated information policies will be an impediment to the organization's ability to act without a complete set of task templates.
Information Usage Activities
We propose that there is a set of "information usage activities" that are common across tasks and that can be used in developing the templates with which the SAGE operates. This in turn should help to specify the policy elements that the SAGE generates.
Mission tasks have seven underlying information usage activities -filter, dynamic integration, static integration, transform, store, seek, and disseminate -which we define below. These activities provide a structure for the templates used to develop information policy elements. Specifically, they enable us to define questions that must be answered at each echelon to define the information policies and supporting policies. These questions may serve as the interface for the SAGE, prompting users to provide data that is not available in databases. The information usage activities and their associated questions enable the system to ascertain how information is acquired, how it is used, and how it is disseminated in each task. They help us to learn the source, destination, characteristics, and importance of information exchanges for the task from the users' perspective. They also provide a structure that ensures that we capture all of the important information exchanges in the set of policy elements developed for each task both vertically and horizontally across all organizational echelons.
The seven information usage activities constitute a model of information management and usage, as illustrated in Figure 4 . This model has similarities to, but expands on the [Wolf, et al., 1996] Information Management Model. We suggest that these information usage activities are present, at varying levels of detail and importance, in many, if not all, military mission tasks 2 . Not all information received is of equal usefulness or importance; with the assessment of utility dependent upon the user/receiver/sender's role and tasks in the organization. Filtering is the process of deciding what to do with incoming information when some of that information is irrelevant, i.e., when information available is greater than information required. Filtering of information can be done in a number of different ways, including:
• Rule-based (parametric) filtering. Information may be filtered based on source and time, e.g., discarding all messages older then 24 hours or discarding all messages from a source known to be unreliable. This is a relatively simple type of filtering.
• State-based filtering. Information may be filtered out based on the state of the entity receiving the information, e.g., the person to whom the message is directed may be in a state of high workload and unable to attend to the information, or the computer receiving the message may have gone down.
• Context-based (situational) filtering. Certain information may be filtered out as irrelevant because it is unrelated to current plans or goals. This is a complex filtering method requiring extensive information and understanding in order to apply the filter.
Filtering can involve many different types of information exchange. Most obviously, information is sent on to other activities (integration, transformation, storage) after it passes through a filter, and these exchanges may or may not involve sending messages over a communication network relevant to an environment such as AICE. Dependent upon the filtering rules applied, alternative candidates to receive information may be identified. Less obviously, information exchanges may be needed to support the filtering process. For example, information on current sensor reliability may be needed in order to filter out data from unreliable sensors, and this information may or may not be transported over a network managed by a device like AICE.
Information Integration (Static)
The integration or fusion of information from multiple sources is a fundamental activity of command and control systems. This integration may be done automatically by data-fusion algorithms or done by humans examining incoming information. Static integration is done in batch, at one point in time. However, it can feed a sequential information process. For example, data from multiple sensors may be fused into an integrated picture of the situation, and a sequence of such pictures may be integrated to form an impression about enemy intent based on movement patterns.
Information Integration (Sequential, Dynamic) Dynamic information integration is simply the fusion of information over time. It may be performed sequentially, if reports are received at fixed intervals, or almost continuously if reports come in at unpredictable intervals. Dynamic integration is triggered when information is received after filtering or static integration, and it in turn triggers transformation, storage, dissemination, and seeking. Information integration may lead to the seeking of information if, for example, the integration reveals that important information is missing.
Information Transformation
Information transformation is the "use" or "consumption" of information to make decisions or take actions. Transformation adds value to the information rather than simply transmitting it. The output of transformation is greater than the input, i.e., new information is produced. For example, a commander might view information on enemy location, make inferences about enemy intent, and issue commands based on those inferences. This process draws on the information in the commander's head (experience and knowledge), but, from the point of view of an information-exchange network similar to the AICE, the commander has produced new information. There are information transfers both into and out of the transformation activity. Transformation may lead to information seeking (requests for information), dissemination of information (e.g., commands), or storage (perhaps for later dissemination).
Information Queuing and Storage
Not all information is transmitted or acted on immediately. Information may be stored for later use as a result of filtering or as a result of transformation. Sending information for storage is a type of information exchange (perhaps of less importance than other types of information exchange) that may or may not be accomplished via an AICE-like network. Information from storage may also be disseminated at a later time, and that also may or may not involve an AICElike network.
Information Seeking
Searching for new information-information "pull"-is a fundamental activity of command and control. Seeking occurs when information available is less than information required to make a decision with an acceptable likelihood of being accurate. Associated with information seeking may be the need to adjust or instruct information-gathering devices/nodes. So, for example, an information-seeking exchange could be a command to a radar system to send a report on a certain area using certain search parameters. It could also be a request from HQ to an intelligence unit to send updated reports on enemy activity.
Information Dissemination
Information dissemination is the process of sending relevant information to other nodes or tasks. We recognize that information usage activities reflect tactical and operational perspectives appropriate to the organizational level. It seems likely that there will be at least one source/destination link that goes across tasks, as shown at the top of Figure 3 , but it seems more likely that there will be many source/destination links that go across tasks, as shown at the bottom. A general example and a specific example in the form of a Deep Attack Conceptual Case Study are provided in subsequent sections.
Construction of a Task Template Library
The performance of a task typically requires many different types of information exchange, each with associated policy elements. This raises the question of how best to define these exchanges in order to build a task template library and database.
We suggest that the information usage and management activities described above provide a natural structure for eliciting the information that is needed to populate task templates with mission-specific data. Specifically, we will use information activities to guide the development of questions that the SAGE will use to elicit the mission data required to construct an information policy. For example, to understand Information Seeking activities, the SAGE must address such questions as "What information is sought concerning this task?" "What is the priority of the required information?" and "Under what conditions is information sought in this task?" To understand Transformation activity, the SAGE must answer such questions as "What decisions are made in this task?" "What heuristics or algorithms are used?" and "At what point is the information sufficient to perform transformation?" These questions will be assembled in a table such that each user will get only the questions that s/he requires. The organization of the template will be standardized to maximize usability. Table 1 shows the elements of a task template table. A richer set of representative questions is presented in Table 2 . How might these questions be used? The SAGE would query the commander or staff to assist in implementing an operational plan (OPLAN) using a standardized task list. It would then present relevant questions and default answers or mission-specific answers, if available, for the mission tasks. The commander's staff would review and refine this material. Table 2 shows a notional template and illustrates the type of questions to be asked. (It is not intended as an interface design, however.) The template for each task is decomposed into the seven information usage activities (i.e., seek, filter, integrate (static), integrate (dynamic), transform, store, and disseminate) in the column on the left (A). Within each activity, we list a broad sample of the questions that might be asked (B). The answers to these questions will provide the information exchange requirements to complete that activity in support of the specific task. (Only a sample of questions is provided in this example.) These questions may be asked at all or some of the organizational levels, but would be customized to the specific operational echelon that is completing the template. The questions would be individually presented (C) to elicit anticipated information sources and destinations. The source (D) and destination (E) of the information would be specified. Each information exchange would further indicate typical information content (F) and an assessment of importance of the information exchange (G) relative to completing that information usage activity in support of the specified task. These constitute the policy elements discussed earlier.
Where an information element has utility for more than one operational unit, the source (H) of the information element for each operational unit (I) is specified (using a numeric code, in the case examples that follow). This supports increasing focus and granularity at sub-echelons and provides for identification and assessment of triggers based on changes in mission and importance cycles. Information contents (J) and the importance of the information (K) to each destination unit are also specified. Initial values are provided for these Policy Elements by Subject Matter Experts (SMEs), but the values can be adjusted if the situation warrants.
A more detailed template is provided in the following Conceptual Case Study section. As the SAGE begins to construct information policies, it would elicit more detailed data from subordinate echelons. Two characteristics of this interaction are important from a human engineering standpoint. First, the questions will be formulated in terms that are meaningful to users at each operational level. Second, only those questions necessary to "fill in gaps" will be presented to the user at each echelon.
As policy elements are built up for tasks between missions over time, we anticipate considerable commonality among tasks in the template library, allowing the SAGE and users (depending on level of automation), to cut and paste specific elements, with some modification, between similar tasks. For example, the policy elements associated with information integration in one task may be very similar to those for information integration in another task.
The task templates would be developed working with SMEs. Additional existing planning tools, doctrinal publications, tactical publications, field manuals, and other documentation would be reviewed and assessed for relevance and appropriate materials to develop task templates extracted, e.g., existing task matrices, operational/mission diagrams, organizational charts.
One interesting characteristic of experts in many fields [Chi, et al., 1981; Pennington, 1987] is reliance on multiple representations of a problem and rapid shifts between those representations. We propose that this system provide a variety of representations. We have mentioned the textual representation that includes questions and answers. In addition, users may benefit from diagrams of task flow such as that shown in Figure 5 ; diagrams of information flow between tasks; and diagrams of information flow between operational units. These representations would support both review of task and information flow, as well as revision.
A Conceptual Case Study Example: JSTARS Deep Strike Targeting Scenario 3
To illustrate the concept of use of the SAGE and associated task templates, we provide a very limited conceptual scenario below. Templates for two representative tasks (from the task flow diagram in Figure 5 ) are provided. The first task relates to preplanning and was selected to demonstrate a query process relevant to a moderately complex information exchange environment with information resources that extend from the tactical to strategic level. The second task, monitoring for targets, represents a very limited information exchange environment in order to demonstrate a more focused query process. These task templates represent an aggregation of questions that would be disseminated throughout the organization based on the need to develop increasing levels of detail.
Following is a brief background of the scenario as well as a task sequence.
Scenario Background:
A peace enforcement operation in northern Africa has been on-going for a week. The conflict represents an escalation from a preceding month-long peacekeeping operation. Country X and Country Y have been engaged in a border dispute for several years over recently discovered energy reserves. The dispute has turned violent, resulting in multiple border clashes between ground units patrolling in the disputed area. These clashes have escalated in intensity and have the potential to destabilize the region if a war should result. The US, acting with UN authority, has moved to intervene to maintain the peace using elements of an Army Corps previously stationed in Country Y. A joint task force, TANGO, has been established and assigned the mission to prevent escalation of the conflict.
US ground forces are still in the process of building up. Initial US ground forces in place consist of Corps Headquarters, one mechanized division and two artillery battalions (with associated firing batteries) previously stationed in nation Y as well as USAF Joint Surveillance, Targeting and Reconnaissance System (JSTARS) 4 assets based in country Z, 500 miles away. Currently, the host nation, Y, has not authorized use of air facilities or positioning of naval assets in national waters other than for direct support of the buildup of the US ground forces. Intelligence, indications and warnings show that Country X intends to mass forces including two armored and mechanized divisions along its border with County Y in preparation for an invasion to seize the disputed territory. The disputed area is mountainous and consists of heavily covered transit routes. Detection of movements of ground units is anticipated to be achievable in limited areas and at limited intervals due to the terrain and adverse environmental conditions. US forces have been positioned to detect and counter movements of hostile forces into the disputed area resulting in multiple Named and Targeted Areas of Interest (NAI/TAI). However, US forces have not been allowed to enter the disputed area, which is located within the recognized borders of Country Y. The NAI and TAI have variable and varying expectations of detection windows for detection and engagement of moving forces based on changes in environmental conditions and were established to reflect likely buildup and border crossing areas. Surveillance assets to cover the disputed area include intermittent use of national satellite assets and the JSTARS. However, due to other higher priority contingencies, use of national assets is expected to be minimal. Country X has been warned not to cross its border into the disputed area within Country Y. In order to counter movement of hostile forces into the disputed area, coordinated deep strikes between the Army ground units and the JSTARS will be required.
The JSTARS platform flies in an orbit at a safe standoff distance from the battle and collects and processes radar imagery in support of USAF, multi-service, and joint operations. For Air Force missions, the imagery is analyzed and targets are developed by analysts on board the E-8A. For Army targeting and intelligence missions, the imagery is downlinked to ground processing stations located with various Army command posts on the ground. In this scenario, the JSTARS is assumed to have an on-station time of approximately 8 hours and a transit to/from the patrol area of one hour each way. Tanker assets are not available. Continuous JSTARS support is assumed with a turnover between aircraft entering/leaving station. Limited/intermittent use of unmanned aerial vehicles and intelligence reports from within the disputed area are available. In this limited scenario, Deep Attack on moving convoys by US Army forces is supported by JSTARS through an interface with the Corps Support Weapon System (CSWS). This requires extensive communication between the JSTARS E-8A, the Army Corps G2 (Intelligence), the JSTARS Ground Station (GSM), the CSWS Fire Direction Centers (FDCs), and the CSWS Battery itself (i.e., "the shooter"). This JSTARS Targeting Scenario can be broken down into 14 tasks (see Figure 5) : preplanning, monitor for targets, monitor specific target, report trigger, command to attack, fire control planning, communicate status, monitor specific target (2), communicate fire mission, choose launchers, do launch computations, communicate fire instructions, communicate Calls For Fire, and launch. We will use two of these tasks, Preplanning and Monitor for Targets, to provide examples for development of the task template.
Task Descriptions:
Task 1: Preplanning. Preplanning is an extensive effort that includes all aspects of preparation for deploying forces and conduct of operations in a specified operational environment. For purposes of this scenario, the preplanning of interest is focused on stopping the movement of an armored column into the disputed area via a coordinated deep strike/attack. To demonstrate how task importance varies across operational echelons, preplanning can be looked at from the commander's broad operational perspective of what are the implications of the convoy's movements with respect to accomplishing his/her mission to the artillery battery's perspective of where is the target and what it should shoot it with. In this case, information such as location of the target would have different importance relative to each echelon. The commander would take into account a variety of concerns such as enemy intent, political implications of collateral damage, potential for escalation, best time/place to target, etc. The artillery battery is much more focused on target type (hard/soft), target disposition (concentrated or distributed), available munitions/weapons, and expected location at time of fire. Specific queries would be limited to those questions, and phrasings of those questions, necessary to elicit the information at each echelon to develop the necessary inputs to implement an appropriate information policy. Table 3 provides an example of a task matrix that would provide the elements from which a coherent, aggregated set of information policies could be developed for the Preplanning Task. The table specifies questions to be asked for each type of information usage activity in developing the task template, and gives examples of the sources, destinations, contents, and importance of the information exchanges that were identified in response to those questions. Note that Sources and Destinations are specified using a numerical code defined at the bottom of Table 3 , and that importance is rated on a scale from 0 (not at all important) to 1(very important).
Extensive preplanning and control is required in order to conduct Deep Attack on moving targets, including terrain analysis during operational/mission planning. In this scenario, the Fire Support Element (FSE) at Corps identifies the likely enemy avenues of travel based on intelligence inputs and reconnaissance. Along each route, they identify a series Figure 5 ), the JSTARS GSM at the Corps G2 cell detects and identifies a large armored convoy moving toward the disputed area. This Corps GSM sends a message about this target ("hands it off") to the GSM at the CSWS Battalion FDC. Table 4 provides an aggregated task template (i.e., a task template that contains questions that would be asked of different users, as appropriate for each user's level and responsibility) reflecting the specific requirements to develop an information policy to support meeting task requirements. Again, the Corp. queries would be presented to the degree and in a form appropriate to specific users in the organization until a coherent information policy is developed. Inter-task dependencies would also be assessed.
Although preplanning and monitor for targets were the tasks chosen to illustrate the task templates for the JSTARS deep strike scenario, all of the tasks in the task flow diagram of Figure 5 would have separate task templates.
Summary
This paper has provided a concept for a tool to enable largely automated generation of information policies derived from defined mission tasks. This concept presents a webbased wizard (the SAGE) which functions to populate task templates that are used to derive information policies to facilitate accomplishment of the specified tasks. The SAGE elicits information from existing related task templates and databases to the extent feasible. Once information gaps are identified, the SAGE queries users at all appropriate operational echelons until a comprehensive and coherent set of macro and microinformation policies are established. Additionally, the SAGE monitors for changes to information policies throughout the organization, assesses their implications for requirements to change information policies, and triggers prompts to change those policies to appropriate users. Results of the SAGE's activities are presented to the user in a user defined format ranging from detailed task templates to process flow charts or combinations thereof. Moreover, based on user-designated preferences, the SAGE may operate as a highly automated engine or as a manual process.
A case study representing the application of the task template concept with respect to defined information usage activities was also presented. This case study demonstrated the spectrum of perspectives at each organizational level that must be supported by the task templates and wizard. The specific form of the SAGE, i.e., the query environment, is envisioned to be tailorable to specific user preferences and will only require sufficient input to enable the SAGE to complete the task templates.
Several issues will need to be resolved with respect to how the SAGE will function with respect to changes in mission and importance cycles. Additional work will be required to establish an appropriate typology for the various information policy elements. Further, inter and intra task relationships will need to be explored along with a mechanism for the SAGE to accommodate them.
